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Special Use Cases in DashMagiq® for IR

Centralized incident workflow for all data leak prevention technologies and sources (DLP,
EDR, EPP, Mail)
«  Two-way Incident status update and escalation of Incidents (Incident
status updates in DLP platform with appropriate comments)

Getting inputs from various stakeholders in a structured role-specific

) questionnaire so that each incident has a case file ready for any due
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diligence audit

* Integration with any email security software

*  Automatic escalation and reminders according to the organizational
hierarchy maintained in the AD or equivalents.

»  Correlation capability between NDLP and HDLP alerts

Orchestration & Contextualization of information to Analysts for faster decision making

D *  Refer similar incidents in past on a click
[ l *  URLs grouped together
_.D_. e Historical details of actions on similar incident
& * data enrichment like Full user-name, manager details etc.
LEJ *  viewing of files being exfiltrated, etc.

Release of Quarantine emails

0 « Ability to provide approval giving appropriate justification through
structured questionnaire for central evidence capture

For special business purposes, allow temporary time-based exception to specific users for
blocked actions:

*  USB Copy Block (Outbound) for sensitive data as configured in DLP rule
*  Email blocked for sensitive data as configured in DLP rule

*  Print blocked for sensitive data as configured in DLP rule

*  File upload to web blocked for sensitive data as configured in DLP rule

*  File upload to Cloud based apps like Google Drive, OneDrive

*  Network file copy block for sensitive data as configured in DLP rule

Computation and reporting of Risk Score and Potential Loss Averted by the DLP

b *  Customizable DashMagiq® dashboard with a single view of data
' security

For any queries and support, please contact us at cs@vidyatech.com
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