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Top three cyber risk
concerns of organizations
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Protect data — not
just devices

Protection and

Detection
Technologies Are
Not Enough E

Move Towards
Zero Trust Model

* Security is the
frontline of
Cybersecurity for an
enterprise

*  Number and type of
endpoints are
growing immensely
and so is the attack
surface area

» Organizations should
consider EPP / EDR
as their foremost
security activity

* Secure networks and
data, which is often
the most valuable
enterprise asset
require layered
security

* Endpoints now are not
just laptops and
desktops

* Practice required is to
safeguard all entry
points of end user
devices

» Devices may include
Mobile devices,
Printers, ATMs, IOTs
as well along with
laptops & desktops

* Need of the hour is to
integrate workplace
security solutions and
give better visibility
to administrators and
cyber security team

» Detection of any threat
in time is needed to
plan zero-day threat
handling

* Need is not just Anti-
Virus, but, advanced
malware, virus
protection as well

* Advanced solutions
can cater to
requirements like safer
browsing, DLP,
Firewall, E-mail
protection, social
engineering attacks

* Integration with SOC
& ITSM provide faster
detection of any threat
and respond quickly

Simplifying IT Security through our integrated platform & solutions !!

Tools, Technology &

Awareness

+ Strike a balance between
usability and security—
moderate usability with
high security

* Consider outside and
inside users equal and
achieve zero-trust
security

+ Combat reason for
social engineering
attacks-- phishing,
unknown downloads

* Reduce chances of
getting end users to get
exploited

* Minimize data leakage or
encryption attacks
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s Portfolio

~

Workplace * DLP — Ir_1cident Resppnse, Policy Governance &

. guarantine Email review
Secur'ty  Mail security — Securing 0365, AIP Implementation
] Secure VPN, Cloud Data Loss Prevention

\
Threat « Dark Web & Deep Web Monitoring

Intelligence & « Brand Protection
Threat » Sec Ops & Vulnerability Intelligence

* Third -Party Risk Management

Monitoring

\
phishing * Proactive Phishing Defence

. * Phishing Simulation & analysis
Defence AnaIyS|s  Prevention of phishing attacks

& Training | . Reporting

\
Governance, | . Risk dashboard

Risk Mgt & | * Compliance & Maturity assessment
compliance « Third -Party Risk Management

j
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Vidyatech Capabilities

= |dentity and Access

= Awareness and Training
= Data Security

= Zero Trust

= Device and Users

= Playbooks

= Incident Response

= Communication and Analysis
= Mitigation

= |mprovements
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Recover
: Protect Respond eco
Identify Detect
° ( [} ®
° o ¢
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= Security Strategy, Policies, Objectives ®= Anomalies and Events = Central recovery coordination
= Assets and Vulnerabilities = Security Monitoring = Re-Testing for gaps
= Legal and Regulatory = Detection Process » Planning
. Thrkeatlrételrlligence * Insider Threats * Roadmap for recommendations
= Risks and Threats = APTs

= Supply Chain
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rence Framework

(Aligned to industry standards & best practices like NIST,1ISO27001,Cobit,CMMI)

| Cyber Security Strategy
. Threats Cybersecurity
Business Approach Objectives C | A
Drivers Zero Day Attacks
Regulatory Credential Theft v
Compliance Key Security Controls People

Phishing Attacks

Security
& Incident /

data breach
\

O
(o:‘i)o Techno!ogy
59, Adoption

Lo

Tl VA-PT

Social Engineering M
U

Protect

Sioulied

Technology

* PD - Phishing Defence

* PS-Perimeter Security

* DP-Data Protection

* TPRM-Third Party Risk
Management

* SM-Security Monitoring

* GRC/DR - Governance, Risk and
Compliance ; Disaster Recovery

v
QRisk Dashboards

Process

Data Exfiltration

Traffic Interception

¥

Market
Share
@ Brand
Protection

* TI- Threat Intelligence

* VA-PT — Vulnerability Mgmt &
Penetration Testing

* IM-Incident Management

* AM-Asset Management

* AT-Awareness & Training

* |AM-Identity & Access Management

MiTM Attack *«

Ransomware

Malware

Recover

DDoS attacks

Security Goals

Security of information, infrastructure
and applications, and privacy

Security Compliance with Internal
policies

Security compliance with external
laws and regulations
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Certified Security
experts on partnered
technologies

A

Easy

* Optimized use
’ cases and Global
experience

 Structured assessment of
scope and right solution
for faster SOW &
execution

Solution
Scoping

Validated

* Meeting maximum Findings

security & compliance

Various Models « SOP based first and

second level investigation
+ Centralized dashboard
* Regular Reporting
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 Variable pricing tiers
available based on
use cases
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Operations
Controls

Security Training
Clean Room

Locked Systems

No Data download
Segregated network
NDA & Checks

3t

Internal
Controls

Access Control
Secure Log-on
Restricted programs
Content filtering
DLP

Encrypted Laptops

ech

©

Security
Audits

CISO (Internal Audits)
QMS (Internal Audits)

External assessments

()

/AN

Compliance

ISO 27001
NIST Framework alignment
SOX

VW © 2022



/
|

Values Delivered

OSsBicard ﬂlcml Bank I‘ AXIS BANK

f

GOVTECH

SINGAPORE

Bank of Maharashtra
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THANK YOU

CYBERSECURITY
SOLUTIONS



